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PREP SCHOOL T:020 7371 9009

E: office@parsonsgreenprep.co.uk

E-safety Policy
Whole school and EYFS

This policy should be read in conjunction with the School Safeguarding and Child Protection Policy

Aims:

We will ensure that computers and other devices in school are subject to filtering and
monitoring of internet usage.
We will ensure that all staff and visiting staff accessing the computing system are aware
and comply with our computing policies and agree to the Staff Acceptable Use of
Computing Agreement.
We will ensure that the use of mobile phones by staff and visitors adheres to our
safeguarding procedures and staff guidelines.
We will encourage the safe use of computers outside of formal lesson time — including any
homework which is computing based.
We will ensure that computer-based learning is age-appropriate and that children
understand the dangers of internet usage through their PSHE and computing lessons.
We will ensure that children are aware that the use of technologies to tease, bully or
threaten is unacceptable.
We will ensure that children and parents are aware of and sign up to the Child and Parental
School Computing Agreement throughout their time in the school.
We will monitor the impact of this policy using:

= logs of reported incidents

= monitoring of internet activity (all staff)

= surveys/questionnaires of students/children, parents/carers, and staff.

Scope of the policy
This policy applies to all members of the Parsons Green Prep School community (including staff,
students/children, volunteers, parents/carers, and visitors) who have access to the school
computing systems.

The school will deal with inappropriate computing incidents within this policy and associated
behaviour policy and will, where known, inform parents/carers of incidents of inappropriate e-
safety behaviour that take place out of school.

Roles and responsibilities

Designated Safeguarding Lead

has overall responsibility for e-safety in the school

leads the e-safety committee

is responsible for establishing and reviewing the school e-safety policies/documents along
with the headteacher

receives reports of e-safety incidents and creates a log of incidents to inform future e-
safety developments

ensures that the use of the network/internet/remote access/email is regularly monitored in
order that any misuse/attempted misuse can be reported to the headteacher and e-safety
coordinator for investigation/ action/sanction every half-term

The designated safeguarding lead should be trained in e-safety issues and be aware of the
potential for serious child protection/safeguarding issues to arise from:

sharing of personal data
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e access to illegal/inappropriate materials

e inappropriate online contact with adults/strangers

e potential or actual incidents of grooming

e cyberbullying
(N.B. It is important to emphasise that these are child protection issues, not technical issues. The
technology provides additional means for child protection issues to develop).

Headteacher and senior leaders:

e The headteacher has a duty of care for ensuring the safety (including e-safety) of members
of the school community, though the day-to-day responsibility for e-safety will be delegated
to the Designated Safeguarding Lead (DSL).

e The DSL, headteacher and another member of the senior management team will be aware
of the procedures to be followed in the event of a serious e-safety allegation being made
against a member of staff.

e The DSL is responsible for ensuring that the e-safety coordinator and other relevant staff
receive suitable training to enable them to carry out their e-safety roles and to train other
colleagues, as relevant.

The e-safety coordinator:

¢ liaises with school technical staff

e ensures that all staff are aware of the procedures that need to be followed in the event of
an e-safety incident taking place
provides advice for staff

o keeps up to date with e-safety technical information and advice in order to carry out their
role effectively and inform and update others as relevant once a term

e reports regularly to the headteacher
ensures that all users of the school computing systems have signed and agreed to the
Staff Acceptable Use of Computing Agreement.

Technical staff (computing external contractor)
The technical staff are responsible for ensuring:
¢ liaison with school
e day-to-day responsibility for protecting against e-safety issues
that the school’s technical infrastructure is secure and is not open to misuse or malicious
attack
e that users may only access the networks and devices through a properly enforced
password protection policy
e that web filtering is updated on a regular basis and that its implementation is not the sole
responsibility of any single person
o that network and endpoint security systems are implemented and updated

Teaching and support staff
The teaching and support staff are responsible for ensuring that:
o they have an up-to-date awareness of e-safety matters and of the school’s e-safety policy
and practices in an annual e-safety inset day
e they have read, understood and signed the Staff Acceptable Use of Computing Agreement
once a year or following any review (appendix 1)
o they report any suspected misuse or problem via email to the e-safety coordinator
e all digital communications with children/parents/carers and staff should be on a
professional level and only carried out using official school systems
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o e-safety issues are embedded in all aspects of the curriculum and other activities

e children and parents understand e-safety and follow the Child and Parental School
Computing Agreement (appendix 2)

e children have a good understanding of research skills and the need to avoid plagiarism
and uphold copyright regulations

¢ they monitor the use of digital technologies, mobile devices, cameras etc in lessons and
other school activities (where allowed) and implement current policies with regard to these
devices

e in lessons where internet use is pre-planned children should be guided to sites checked
as suitable for their use and that processes are in place for dealing with any unsuitable
material that is found in internet searches.

Children
The children:
e are responsible for using the school computing systems in accordance with the Child and
Parental School Computing Agreement (appendix 2)
¢ have a good understanding of research skills and the need to avoid plagiarism and uphold
copyright regulations
¢ need to understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so
o will be expected to know and understand policies on the use of mobile devices and digital
cameras. They should also know and understand policies on the taking/use of images and
on cyberbullying
e should understand the importance of adopting good e-safety practice when using digital
technologies out of school and realise that the school’s E-safety Policy covers their actions
out of school, if related to their attendance at the school.

Parents/carers
Parents/carers play a crucial role in ensuring that their children understand the need to use the
internet/mobile devices in an appropriate way. The school will help parents understand these
issues through parents’ evenings, newsletters, the website and further literature. Parents and
carers are expected to act as a positive role model and will use social media responsibly in respect
of all matters relating to the school. Parents and carers will be encouraged to support the school
in promoting good e-safety practice and to follow guidelines regarding:

e the appropriate use of digital and video images taken at school events

e their children’s personal devices not being brought into school

e cosigning the Child and Parental School Computing Agreement (see appendix 2).

Volunteers and peripatetic teachers:

Volunteers and peripatetic teachers who access school systems as part of the wider school
provision will be expected to sign an Staff Acceptable Use of Computing Agreement before being
provided with restricted access to school computing.

Education and training — staff/volunteers
Itis essential that all staff receive e-safety training and understand their responsibilities, as outlined
in this policy. Training will be offered as follows:
o Formal e-safety training will be made available to staff. An audit of the e-safety training
needs of all staff will be carried out regularly by the headteacher as part of their annual
appraisal.
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All new staff should receive e-safety training as part of their induction programme, ensuring
that they fully understand the school e-safety policy and Staff Acceptable Use of
Computing Agreement.

This e-safety policy and its updates will be presented to and discussed by staff in staff/team
meetings/inset days.

The e-safety coordinator (or other nominated person) will provide advice/guidance/training
to individuals as required.

Partcipating in events/campaigns such as Safer Internet Day.

Reference to the relevant websites/publications, e.g. www.swgfl.org.uk,
www.saferinternet.org.uk and www.childnet.com/parents-and-carers.

Technical — infrastructure/equipment, filtering and monitoring

The school has a managed computing support service provided by an outside contractor. It is the
responsibility of the school to ensure that the managed service provider carries out all the e-safety
measures that would otherwise be the responsibility of the school. It is also important that the
managed service provider is fully aware of the school e-Safety Policy and Staff Acceptable Use of
Computing Agreement.

The school will be responsible for ensuring that the school infrastructure/network is as safe and
secure as is reasonably possible and that policies and procedures approved within this policy are
implemented. It will also ensure that the relevant people named in the above sections will be
effective in carrying out their e-safety responsibilities:

School technical systems will be managed in ways that ensure that the school meets
recommended technical requirements.

There will be regular reviews and audits of the safety and security of school technical
systems.

Technical infrastructure must be securely located and physical access restricted.
All users will have clearly defined access rights to school technical systems and devices.

All users will be provided with a username and secure password. Users are responsible
for the security of their username and password.

The ‘master/administrator’ passwords for the school computing system, used by the
external contractor and e-safety coordinator, must also be available to the headteacher
upon request.

The external contractor in liaison with the e-safety coordinator is responsible for ensuring
that software licence logs are accurate and up to date and that regular checks are made
to reconcile the number of licences purchased against the number of software installations.
Internet access is monitored for all children. lllegal content (child sexual abuse images) is
filtered by the broadband or filtering provider by actively employing the Internet Watch
Foundation CAIC list.

An appropriate system is in place (an email to the e-safety coordinator) for users to report
any actual/potential technical incident/security breach to the relevant person, as agreed.
Regularly updated security measures are in place to protect the servers, network,
endpoints and mobile devices from accidental or malicious attempts which might threaten
the security of the school systems and data.

An agreed policy is in place for the provision of temporary access of ‘guests’ (e.g. trainee
teachers, supply teachers, visitors) onto the school systems.

Agreed guidelines are in place regarding the use of removable media (e.g. memory
sticks/CDs/DVDs) by users on school devices.

Personal data will not be sent over the internet or taken off the school site unless safely
encrypted or otherwise secured (see Data Protection Policy).
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Bring your own device (BYOD)

There are a number of e-safety considerations for BYOD that will be reviewed regularly. Use of
BYOD should not introduce vulnerabilities into existing secure environments. Considerations will
need to include levels of secure access, filtering, data protection, storage and transfer of data,
mobile device management systems, training, support, acceptable use, auditing and monitoring.

Parsons Green Prep has a set of clear expectations and responsibilities for all users.

The school adheres to the principles of the Data Protection Act 1998.

All users are provided with and accept the Staff Acceptable Use of Computing Agreement
(appendix 1).

All network systems are secure and access for users is differentiated.

All users will use their username and password and keep this safe.

Children do not bring their own devices into school.

Any device brought in to school is done so at the staff member's own risk.

Staff should make sure that their device has the latest recommended manufacturers
software updates.

Use of digital and video images
The school will inform and educate staff, children and visitors about the risks and will implement
procedures to reduce the likelihood of the potential for abuse.

When using digital images, staff will inform and educate children about the risks associated
with the taking, use, sharing, publication and distribution of images. In particular they
should recognise the risks attached to publishing their own images on the internet, e.g. on
social networking sites.
In accordance with guidance from the Information Commissioner’s Office, parents/carers
are welcome to take videos and digital images of their children at school events for their
own personal use. To respect everyone’'s privacy and in some cases protection,
parents/carers should not share or make the images/video publicly available on social
networking sites, nor should parents/carers make comments on any activities involving
other children on social media.
Staff and volunteers are allowed to take digital/video images to support educational aims,
but must follow school policies concerning the sharing, distribution and publication of those
images. Those images should only be taken on school equipment. The personal
equipment of staff should not be used for such purposes as outlined in the Safeguarding
Policy and Staff Induction Handbook.
Care will be taken when taking digital/video images that children are appropriately dressed
(i.e. fully clothed) and are not participating in activities that might bring the individuals or
the school into disrepute.
Care will be taken not to publish any images with personal information on display, i.e.
names or other background images.
Photographs taken will not present any risk to the security of the school.
Photographs published on the website or elsewhere that include children will be
selected carefully and will comply with the School Photographic Consent Form signed
by parents at the start of each academic year (see appendix 5).
Children’s full names will not be used anywhere on a website or blog, particularly in
association with photographs.

Data protection
Personal data will be recorded, processed, transferred and made available according to the Data
Protection Act 1998 which states that personal data must be:

used fairly and lawfully
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used for limited, specifically stated purposes

used in a way that is adequate, relevant and not excessive

accurate

kept for no longer than is absolutely necessary

handled according to people’s data protection rights

kept safe and secure

not transferred outside the European Economic Area without adequate protection

See the Data Protection Policy for more details.

Communications
When using communication technologies the school considers the following as good practice:

The official school email service is be regarded as safe and secure and is monitored. Staff
are aware that email communications are monitored.

Users must immediately report, to the e-safety coordinator, the receipt of any
communication that makes them feel uncomfortable, is offensive, discriminatory,
threatening or bullying in nature and must not respond to any such communication.

Any digital communication between staff and parents/carers (email, chat, etc) must be
professional in tone and content and in line with the school style guide. Personal email
addresses, text messaging or social media must not be used for these communications.
Children should be taught about e-safety issues, such as the risks attached to the sharing
of personal details. They should also be taught strategies to deal with inappropriate
communications and be reminded of the need to communicate appropriately when using
digital technologies.

Personal information should not be posted on the school website and only official email
addresses should be used to identify members of staff.

Social media - protecting professional identity

All schools have a duty of care to provide a safe learning environment for children and staff. Staff
members who harass, cyberbully, discriminate on the grounds of age, disability, gender, gender
reassignment, religion or belief, race, sexuality, marital status or maternity or who defame a third
party may render the school liable to the injured party. Reasonable steps to prevent predictable
harm must be in place.

The school provides the following measures to ensure reasonable steps are in place to minimise
risk of harm to children, staff and the school through limiting access to personal information:

training to include acceptable use, social media risks, checking of settings, data protection,
and reporting issues.

clear reporting guidance, including responsibilities, procedures and sanctions

risk assessment, including legal risk.

School staff should ensure that:

other than on the school social media accounts and school website, no reference should
be made on social media to students/children, parents/carers or school staff

they do not engage in online discussion on personal matters relating to members of the
school community

personal opinions should not be attributed to the school

security settings on personal social media profiles are regularly checked to minimise risk
of loss of personal information.

Unsuitable/inappropriate activities
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The school believes that the activities referred to in the following section would be inappropriate
in a school context and that users, as defined below, should not engage in these activities in school
or outside school when using school equipment or systems.

The school policy restricts usage as follows:
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Users shall not child sexual abuse images - the making, X
visit internet production or distribution of indecent images
sites, make, of children. Contrary to The Protection of
post, Children Act 1978
download, ] —
upload, data grooming, incitement, arrangement  or X
transfer facilitation of sexual acts against children.
communicate Contrary to the Sexual Offences Act 2003
or E[Jas_slon, possession of an extreme pornographic image X
ma er'lf" (grossly offensive, disgusting or otherwise of
remar Si an obscene character). Contrary to the Criminal
proposals or Justice and Immigration Act 2008
comments that
contain or criminally racist material in UK — to stir up X
relate to: religious hatred (or hatred on the grounds of
sexual orientation). Contrary to the Public
Order Act 1986
‘extremism’ being vocal or active in opposition X
to fundamental British values, including
democracy, the rule of law, individual liberty
and mutual respect and tolerance of different
faiths and beliefs. Extremism also includes
calls for the death of members of our armed
forces, whether in this country or overseas.
pornography
promotion of any kind of discrimination
threatening behaviour, including promotion of X
physical violence or mental harm
any other information which may be offensive X
to colleagues or breaches the integrity of the
ethos of the school or brings the school into
disrepute
using school systems to run a private business
using systems, applications, websites or other mechanisms that
bypass the filtering or other safeguards employed by the
school/academy
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infringing copyright

revealing or publicising confidential or proprietary information
(e.g. financial/personal information, databases, computer/network
access codes and passwords)

creating or propagating computer viruses or other harmful files X
unfair usage (downloading/uploading large files that hinders X
others in their use of the internet)

online gaming (educational) X

online gaming (non-educational) X

online gambling

non school related online shopping/commerce

personal file sharing services

X | X | X | X

non school related use of social media

use of messaging apps

use of video broadcasting, e.g. YouTube

Responding to incidents of misuse

lllegal incidents

If there is any suspicion that the web site(s) concerned may contain child abuse images, or if there
is any other suspected illegal activity, refer to the right-hand side of the flowchart (below) for
responding to online safety incidents and report immediately to the police.

NOTE: CEOP - Child Exploitation & Online Protection Centre
LSCB - London Safeguarding Child Board
IWF - Internet Watch Foundation

INDEPENDENT
SCHOOLS
ASSOCIATION

Registered in England. Company no.4216973.

Eridge House Limited t/a Parsons Green Prep School, 1 Fulham Park Road, London SW6 4L] WWW.ParSOHSgreenpl‘ep.CO.uk

E-safety Policy — September 2017 Page 8




PARSONS GREEN S ——
PREP SCHOOL T: 020 7371 9009 7

E: office@parsonsgreenprep.co.uk

Online Safety Incident

lllegal materials or
activities found or
suspected

Unsuitable Materials

Report to the
person responsible

lllegal Activity or llegal Activity or
for Online Safety Content (No Content (Child at et
immediate risk) Immediate Risk) olier Ay

If staff/volunteer or

child/young
person, review the Report to Child
incident and decide Report to CEOP ProFt)eclion team
upon the

appropriate course
of action, applying
sanctions where
necessary

Call professional
strategy meeting

Debrief on online
safety incident

Record details in
incident log

Secure and
preserve evidence

Provide collated
incident report logs
to LSCB and/or
other relevant
authority as
appropriate

Review policies
and share
experience and
practice as
required

Await CEOP or
Police response

If illegal activity or materials are
confirmed, allow police or
relevant authority to complete
their investigation and seek
advice from the relevant
professional body

If no illegal activity
or material is
confirmed then
revert to internal
procedures

Implement
changes

Monitor situation

In the case of a member of stap
or volunteer, it is likely that a
k—d suspension will take place prior
to internal procedures at the
conclusion of the police action

_/

T
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Other incidents

All members of the school community will be responsible users of digital technologies, who
understand and follow school policy. However, there may be times when infringements of the
policy could take place, through careless or irresponsible or, very rarely, through deliberate
misuse.

In the event of suspicion, all steps in this procedure should be followed:

e Have more than one senior member of staff/volunteer involved in this process, this is vital
to protect individuals if accusations are subsequently reported.

e Conduct the procedure using a designated computer that will not be used by children and
if necessary can be taken off-site by the police should the need arise. Use the same
computer for the duration of the procedure.

e Itis important to ensure that the relevant staff should have appropriate internet access to
conduct the procedure, but also that the sites and content visited are closely monitored
and recorded (to provide further protection).

¢ Record the URL of any site containing the alleged misuse and describe the nature of the
content causing concern. It may also be necessary to record and store screenshots of the
content on the machine being used for investigation. These may be printed, signed and
attached to the reporting log (appendix 3) except in the case of images of child sexual
abuse (see below).

e Once this has been completed and fully investigated the investigation group will need to
judge whether this concern has substance or not. If it does then appropriate action will be
required and could include the following:

o Internal response or discipline procedures.
o Involvement by Local Authority or national/local organisation (as relevant).
o Police involvement and/or action.

e If content being reviewed includes images of child abuse the monitoring should be halted
and referred to the police immediately. Other instances to report to the police would
include:
incidents of ‘grooming’ behaviour
the sending of obscene materials to a child
adult material which potentially breaches the Obscene Publications Act
criminally racist material
other criminal conduct, activity or materials
‘extremism’, being vocal or active in opposition to fundamental British values, including
democracy, the rule of law, individual liberty and mutual respect and tolerance of different
faiths and beliefs. Extremism also includes calls for the death of members of our armed
forces, whether in this country or overseas.

Isolate the computer in question as best you can. Any change to its state may hinder a later police
investigation.

It is important that all of the above steps are taken as they will provide an evidence trail for the
school and possibly the police and demonstrate that visits to these sites were carried out for child
protection purposes. The completed form should be retained by the group for evidence and
reference purposes.

School actions and sanctions

It is more likely that the school will need to deal with incidents that involve inappropriate rather
than illegal misuse. It is important that any incidents are dealt with as soon as possible in a
proportionate manner, and that members of the school community are aware that incidents have
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been dealt with. It is intended that incidents of misuse will be dealt with through normal
behaviour/disciplinary procedures — see the Behaviour Policy or Staff Handbook.

This policy will be reviewed annually

30 December 2013 S Abbott and L McDowall This policy now incorporates
former ICT Policy and e-Safety
policy

29 September 2014 by Lucinda Waring, Helen | Changed ICT to computing,
Stavert, Raduan Lamnouar, | amended some areas of
Neil Christey responsibility. Added

password, wifi and mass
storage device guidelines.
Changed personal use and
mobile phones guidelines.

11 January 2016 By Neil Christey, Helen | Removed the computing club
Stavert in AIMS, computing

coordinator changed to e-

safety coordinator.

Safeguarding Designated

Persons becomes Designated
Safeguarding Lead. Removed
repeat of Policy statement.
Made changes to the use of
mobile phones, updated the
principles of the Data
Protection Act 1998, Updated
the protected characteristics of
discrimination. Added
appendix 5  photographic
consent form.

Reviewed: 1 August 2016 By Neil Christey, Helen | Included extremism in
Stavert prohibited activities, updated
Checked by Lucinda Waring | parental agreement  and
parental duties. Included a
reference to school style guide.
Amended the School
Photographic Consent Form
and changed the name of
Acceptable use of computing
Policy to Agreement Child
Computing Agreement
changed to Child and Parental
School Computing Agreement

Reviewed: 1 August 2017 By Neil Christey Added lines on the Child and
Parental School Computing
Agreement, network and
endpoint security systems,

technical infrastructure,
regularly updated security
measures, how

staff/fadministrative users will
protect the school, software
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may only be installed by the
school’s IT department, staff
passwords, and the school’s
guest wifi connection.

8 August 2018 By Tim Cannell (DSL) & Neil | Responsibilities changed so
Christey that e-safety ids the
responsibility of the
Designated Safeguarding
Lead.

Next Review: 1 August 2019

APPENDICES

Appendix 1
STAFF ACCEPTABLE USE OF COMPUTING AGREEMENT

Staff use of the school’s internet and email service

The school management wishes to encourage the use of email and internet by staff in support of
their work. Whilst staff are encouraged to use email and the internet in support of their work, all
use of these facilities should be appropriate to the work, standards and ethos of the school.

The use of the school’s internet and email systems are not provided as a right to any of their users.
They may be withdrawn from any user (adult or child) who does not conform to this Staff
Acceptable Use of Computing Agreement. The school is responsible for authorising any user of
its internet or email facilities, monitoring and policing their use.

Any member of staff who commits a serious offence in the use of the school’s Internet service may
be subject to the school’s staff disciplinary procedures. Any user, adult or child, who breaks the
law in respect of using the school’s internet service will be reported to the police.

Personal use of the school’s computing systems is not allowed. Printing of personal
material, via download or mass storage device, is not permitted at any time.

Any member of staff found to be not adhering to these procedures will be issued with a
verbal warning, in the first instance, after which the school’s Disciplinary and Grievance
Procedures will apply.

Staff or administrative users will protect the school from cyber threats or technical disruption by
not downloading from the internet any programs or executable files other that by agreement with
the school e-safety coordinator.

INTERNET DO’s & DON'Ts
DO’S
e If you see any unacceptable site or material as a result of an innocent internet query,
unsolicited pop-up widow or in any other way, report it immediately to the headteacher and
e-safety coordinator. Action can then be taken to block the site or material.
o Staff or approved adult school users should at all times abide by the copyright laws in
respect of documents and materials downloaded from the internet.
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Staff using a school laptop or other device off the school site, at home or elsewhere, will
still have to abide by the school Internet Acceptable Use of Computing Policy. Colleagues
will be aware that the misuse of such devices for activity not agreed by the school may be
breaking the law under the Computer Misuse Act 1990.

Staff will at all times work to maximise the safety of children within their care in their use of
the internet.

Staff will be aware of the ethos, standards, equalities and ethnic mix of the school and will
not access any internet material or work with the internet in any way that infringes or
offends these.

DON’TS:

Don’t log on to the network with another user’s account.

Don't alter the settings of computers or make other changes which make them unusable
by others.

Software may only be installed by the school’s IT department.

Don’t download classroom resources or materials if you are unsure about their suitability.
Never pass on, or make obvious, or leave in an insecure place any passwords associated
with using the internet, email or computer system.

Don’'t procure goods or services directly over the internet without the prior, specific
agreement of the headteacher.

Don’t provide personal details or contact details of your own, or any other person, to
internet sites including weblogs, forums or chat rooms. Exceptions should be checked with
the headteacher.

Don’t upload an image to a website without complying with guidance on images loaded to
the internet.

The school will maintain a record of all staff and children who are provided with internet access
via the school’s internet service. This record will be kept up to date and be designed to handle
common eventualities such as a member of staff leaving or a child’s access being withdrawn, etc.

The Staff Acceptable Use of Computing Agreement for all school staff and approved adult users
of the school will be posted, and/or made available, in all rooms and offices where staff computers
are used.

Staff use of the school’s email service

DO’S AND DON'TS

DO’S

Do remember that sending an email from your Parsons Green Prep account is similar to
sending a letter on PGP headed paper. It is your responsibility to maintain professionalism
at all times and to ensure that you do not in any way bring discredit or embarrassment to
the school.

Do check your email regularly - ignoring messages is discourteous and confusing to a
sender.

Do treat the content of any email or an attachment that you prepare in the same way as
any other paper-based letter or document from a legal point of view. The laws of the land
apply equally to electronic messages and documents as they do to paper documents,

A
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including the laws relating to defamation, copyright, obscenity, fraudulent
misrepresentation, freedom of information, and wrongful discrimination. Remember it is
easy for your email to be passed on electronically to others should any recipient decide to
do so.

e Do keep a copy of all incoming pupil-related emails and forward them to
admin@parsonsgreeprep.co.uk - delete all others, e.g. personal emails, spam etc.

o Do keep email messages as brief as possible.

e Do make sure that the 'subject' field of any email that you send is meaningful and
representative of the message it contains.

¢ Do make sure that your email address is included on any contact information put onto
paper-based letters or documents.

e Do ensure that any email received by a member of staff which is regarded as illegal or
offensive is reported to the headteacher immediately. Similarly, any email received by a
child which is regarded as illegal or offensive should be reported to the headteacher
immediately.

e Do refer to the school style guide when composing an email communication.

o Do ensure that you use the following wording as your email signature:

First name Surname - job title
Parsons Green Prep School

1 Fulham Park Road, London, SW6 4L)
Tel: 020 7371 9009
WWw.parsonsgreenprep.co.uk

Follow us on Twitter at @pgpschoollondon / Facebook at Parsons Green Prep School /Google+

Eridge House Limited t/a Parsons Green Prep School: Registered in England & Wales No. 4216973
Registered address: 1 Fulham Park Road, Fulham, London, SW6 4L)J

This communication was written by Eridge House Ltd t/a Parsons Green Prep School. The information it
contains is intended solely for the person or organisation to whom it is addressed. Its contents are
confidential and may be protected by law. Unauthorised use, copying, or disclosure of any of it may be
unlawful. If you are not the intended recipient please contact Parsons Green Prep School on 020 7371
9009 immediately. Full contact details can be found at www.parsonsgreenprep.co.uk

DON'TS

o The school’s email system should not be used by any user (adult or child) for the sending
of personal mail unconnected with school work or activity.

e To safeguard against computer viruses do not open external emails or email attachments
that look in any way suspicious - report them to the e-safety coordinator.

e Never open an attached program file with a file extension of ‘exe’, ‘com’ or ‘bat’ sent to you
with an email unless you are absolutely certain that it has come from a trusted source. All
such files must be thoroughly virus-checked before they are opened.

e Do not make changes to someone else's email and then pass it on without making it clear
where you have made the changes. This is a form of misrepresentation.

e Do not copy images or any other material for use in your email or an attachment that
infringes copyright laws.

o Do not attach large documents (e.g. a document greater than 15 pages long) to an email.
Take great care with multiple attachments that they do not present an unacceptable
accumulated email size to the email system.

¢ Do not, under any circumstances, give your email password to anyone else.
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e Do not print out all your email messages as a matter of course. Only print those for which
it is an absolute necessity to do so.

o Do not broadcast an email to any group of recipients unless it is absolutely necessary.
Also, never send or forward chain email.

e Unless you are authorised to do so, do not send an email to any supplier that could be
interpreted as creating a contract in any way. In general, do not use emails for contractual
purposes. N.B. Within the law, a user could send an email contain wording which may form
a legally binding contract with a supplier.

¢ Do not create email congestion by sending trivial messages or by copying emails to those
who do not need to see them.

e Do not attempt to read another person's email.

e Take care not to reply to a whole group when responding to an email sent to a group of
recipients unless absolutely necessary.

Passwords
o Staff passwords should be changed immediately on suspicion of a breach.
e Passwords must have 6 characters or more, one capital letter and one number.
e Changes to your email and computer passwords should be made by completing a
password change request form via the e-safety coordinator (appendix 4).

Other forms of computing

Mobile telephones

o Personal mobile telephones may only be used in the staff room or in the school office or in
a classroom where no children are present.

e Personal mobile telephones should be switched off or in ‘silent’ mode and stored securely
when outside of the designated areas.

e The use of personal mobile phones is not allowed in any place whilst contact with children
is taking place.

e Mobile telephones must be kept in a lockable drawer or in the staff room.

Television/DVD/Video
e Any content intended to be shown to children must be previewed to assess its suitability.

e Inthe case of certified films, parental consent must be sought before using films with a PG
(Parental Guidance) certification.

Wifi-enabled devices.
e The school computing systems refers also to the Parsons Green Prep wifi connection.
e Any visitor or member of staff connected to the schools wifi connection must adhere to the
Acceptable Use of Computing Policy.
e Only the school’'s guest wifi connection may be use mobile phones or personal devices.

Mass Storage Devices
e Any member of staff using a mass storage device must do so securely and use password
encryption for access to the device. This password must be made available to the e-safety
coordinator.
¢ Mass storage devices containing any confidential information relating to the schooal, its staff
or students must be password protected.
o Mass storage devices containing files for anything other than professional use must not be

used on the school’s computing system.
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@ PARSONS GREEN PARSONS GREEN PREP SCHOOL

STAFF ACCEPTABLE USE OF COMPUTING AGREEMENT

| have read and agree to adhere to the school’s Staff Acceptable Use of Computing
Agreement and guidelines.

Signed: Date:

Print Name:

Position:
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Appendix 2
Child and Parental School Computing Agreement

e Ask ateacher or suitable adult if you want to use the computers.
¢ Only use activities that a teacher or suitable adult has told or allowed you to use.
Take care of the computer and other equipment.

e Ask for help from a teacher or suitable adult if you are not sure what to do or if you think
you have done something wrong.

e Tell a teacher or suitable adult if you see something that upsets you on the screen.

¢ Make sure you follow all our school computer rules.

This is how we stay safe when we use computers:
o | will ask a teacher or suitable adult if | want to use the computers.
I will only use activities that a teacher or suitable adult has told or allowed me to use.
| will take care of the computer and other equipment.

o | will ask for help from a teacher or suitable adult if | am not sure what to do or if | think |
have done something wrong.

e | will tell a teacher or suitable adult if | see something that upsets me on the screen.

e | know that if | break the rules | might not be allowed to use a computer.

As a responsible parent, | support the school policies on digital technology and the internet. |
monitor my child’s use of the internet and social media outside of school. | will also act as a positive
role model and will use social media responsibly in respect of all matters relating to the school.

Parents and carers are welcome to take videos and digital images of their children at school events
for their own personal use. To respect everyone’s privacy and in some cases protection,
parents/carers should not share or make the images/video publicly available on social networking
sites, nor should parents/carers make comments on any activities involving other children on
social media.
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Signed (parent): .........c.cociiiiiiiii Date.........ccooovviiiiiiiiiiiiin,
Appendix 3
Reporting log
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Appendix 4
Password Change Request

Date -

Name -
Email address New email | New computer | New Engage | New USB
password password password password

Please return this in an envelope marked Private and Confidential to the school e-safety
coordinator.
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@ PARSONS GREEN PARSONS GREEN PREP SCHOOL

Appendix 5

SCHOOL PHOTOGRAPHIC CONSENT FORM
We often take photographs for publicity purposes. These images may appear on our
Twitter page, school website or Facebook page. Photographs we take may appear in our
printed publications and we may also use them for advertising the school in external
publications. We need your permission to do this.

Please read the statements below and circle yes or no, then sign and date the form where
shown.

Parsons Green Prep School can use image(s) of my child(ren) in printed
publicity or promotional literature produced by the school, including leaflets,
posters, newsletters and other display material.

Yes / No

Parsons Green Prep can use images of my child(ren) on the school website.

Yes/No

Parsons Green Prep School can use image(s) of my child(ren) on the
school’'s Facebook and Twitter page.

Yes / No

| understand that websites and other online media can be seen throughout
the world, and not just in the United Kingdom, where UK law applies.

Yes / No

Parsons Green Prep School can use image(s) of my in local and national
press.

Yes / No
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| have read and understood the conditions of use on the back of this form.

Yes / No

This form will be valid for one year.

Conditions of use

1.

This form is valid for one year from the date of signing. The consent will
automatically expire after this time.

We will not re-use any images after this time.

We will not include details or the full name (first name and surname) of any child
in an image on our website or in printed publications without parental consent.
We will not include personal e-mail, postal addresses, telephone or fax numbers
on videos or images on our website or in printed publications.

If a child appears in an image or video, we will not use the full name of that child
in the accompanying text or caption without parental consent.

If a child’s full name is in the text, we will not use a photograph or video of that
child to accompany the article without parental consent.

We will only use images of children who are suitably dressed, to reduce the risk
of such images being used inappropriately.

We cannot film or take photographs of any child that is at risk on under a
supervision order.

Please contact the school office if you have any questions relating to this consent form.
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